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Obtain confirmation as to whether or not their personal data is being processed, where
and for what purpose
Access their personal data 
Correct errors in their personal data 

Erase their personal data 
Object to having their personal data processed 

Receive a copy of any personal data stored, and transfer that data to another
vendor/controller 

Right to Access

 
Right to Be Forgotten

 
Right to Data Portability

 
For an organization to have lawful rights to process personal data, they must have
obtained agreement or permission from the individual.

1kosmos.com

"Data breaches hit record
high in first half of 2019"

"A full $57 million of the $126 million total fines under the
GDPR was racked up by Google for failing to adequately

disclose data collection terms to users."

"Larger fines to British Airways ($230 million) and Marriott ($123 million) for their
respective high-profile data breaches (...) to be finalized as of the end of January 2020.".

By giving users direct control over their own identity
information — a self-managed identity — including clear
disclosures and consent, BlockID solutions makes GDPR
compliance simple and easy.
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GDPR: European Union Privacy Law in a Nutshell

90% Percentage of Europeans wanting the same data protection rights across the
EU and regardless of where their data is processed.

$25M Maximum fine organizations can face, based on the seriousness of the data
breach they incur. The fine can also be set at 4% of annual global turnover.

Under GDPR, customers have the...

For further detail on GDPR visit https://gdpr.eu/
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https://pages.nist.gov/800-63-3/


By giving users direct control over their own identity
information — a self-managed identity — including clear
disclosures and consent, BlockID solutions makes GDPR
compliance simple and easy.
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BlockID: Your Best GDPR Compliance Partner

The need for an organization to store its customers’ sensitive information.
The costs and risks associated with storing and protecting customer data. 
The likelihood of a data breach and customer data stolen. 
Compliance failure

BlockID minimizes 

 
BlockID help you build trust with customers, since they know their data is safer.

Biometrics ID-proofing and authentication to verify the identity of customers who
need to access any organization's system to transact, for example.
Blockchain technology to securely store customer data.

1Kosmos BlockID leverages:

Organizations do not store data their customers use to verify their identity
when logging in.
Customers enroll their identity through the BlockID mobile app.
The BlockID app provides utmost levels of ID-proofing and authentication
assurance per NIST and go far beyond eIDAS requirements, by enrolling a
liveness test (facial micro-expressions) 
Customer data is stored inside the 1Kosmos permissioned Blockchain
platform ensuring data immutability and security 
Customers own their data. Thus they choose with which organizations they
want to share their information and they can elect to erase them from our
Blockchain platform.

What does this mean...?
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